


What ! No !!! Seriously ???







The reason why this presentation

Siri “helps” state secretary unsolicited during debate



An Experiment: Let’s try it here …

Hey Siri



Google Nest Mini: nice colors!



What you should have done!

Mute when you don’t need it!!!



Wat er 10 November gebeurde bij SLAM Radio (NL)

Slam-dj Jarno van der Wielen https://www.thebestsocial.media/nl/radio-dj-grap-alarm/

https://www.thebestsocial.media/nl/radio-dj-grap-alarm/


Already assisted by security companies:
Who can also help us to
stay more secure?  

Politicians, Governments



C’mon: Politicians are subject experts!

Ronnie Brunswijk:

• A Surinamese politician

• Entrepreneur

• Former rebel leader 

• Convicted bank robber 

• Convicted drug dealer

• Vice-president of Suriname since 2020

• Some may say…

https://nl.wikipedia.org/wiki/Ronnie_Brunswijk



PRIVATE & BUSINESS



Private and business e-mail
• 2009: Hillary Clinton sets-up e-mail server 

for both work-related and personal 
correspondence at home, not using a 
state.gov email account!

• 2015: New York Times said that the system 
"may have violated federal requirements" 
and  was "alarming" to current and former 
government archive officials.

https://www.theguardian.com/us-news/2016/oct/31/hillary-clinton-latest-emails-explained

https://www.youtube.com/watch?v=a_WuGDYawFQ



PRIVATE & BUSINESS



Hugo de Jonge
Minister of Health (NL)

Private and business e-mail

https://www.volkskrant.nl/nieuws-achtergrond/de-jonge-gebruikte-privemail-tijdens-coronacrisis-mogelijk-informatie-verloren-gegaan~b4a4fb51



Conny Helder

Minster of Health, Welfare and Sport

Minister De Jonge has for both his e-mail account 
"post@HugoDeJonge.nl" and his iCloud account shared his 

usernames, passwords and multifactor tokens…

Hugo de Jonge: This will be 3,000 e-mails coming
Madame Speaker: Yes, I was already thinking if it was smart to 

mention this [e-mail account]

Conny Helder: Oh, apologies

Madame Speaker: We will strike this from the proceedingsI was under the impression that we were amongst each other...

My ehhh my ehhh new mail address this will be, I think?



Just tell it to …

https://www.rtlnieuws.nl/nieuws/politiek/artikel/5300539/minister-de-jonge-heeft-al-90-mailtjes-ontvangen-op-zijn-mailadres



Private and business e-mail

Femke Halsema
Mayor Amsterdam(NL)

https://www.parool.nl/amsterdam/burgemeester-halsema-gebruikte-privemail-voor-gemeentelijke-communicatie~b909ca13/



GDPR



General Data protection regulation (GDPR)

• EU Law for all member states since May 
2018.

• Notification obligation to report a dataleak
within 72 hours!

• The General Data Protection Regulation 
means that you as an EU company, 
organization or government must handle any 
personal data you hold in a responsible 
manner. Anyone who does not do this and 
loses data will be fined.



https://www.cyber.gov.au/acsc/view-all-content/news/mandatory-incident-reporting



USA: 72-Hour Cyber Incident Reporting Requirement

https://www.cisa.gov/



Largest GDPR Fine for a Government

https://www.tessian.com/blog/biggest-gdpr-fines-2020/



GDPR Boetes (België 2019 - 2022)

https://www.dailybits.be/item/overzicht-gdpr-boetes-rechtszaken/#BE

08 Juni 2020: “Een gemeenteraadslid”, 5.000 Euro

Gemeenteraadslid verstuurde een brief naar alle gemeentelijke werknemers rond zijn opkomen voor de 

verkiezingen. Dit is al de 4de veroordeling rond het versturen van verkiezingsreclame voor de verkiezingen van 

2018.

1 September 2020: Een ex-burgemeester, 5.000 Euro

Klacht rond verzending van email rond de verkiezingen van 2019. Het e-mailadres was verkregen uit een klacht van 

de burger bij het secretariaat van de burgemeester over een sluikstort.



TWITTER



Social Media Accounts 
takeovers (no MFA?)

https://www.euractiv.com/section/trade-society/news/belgian-ministers-twitter-feed-hacked-amid-ceta-tensions/



Social Media Accounts 
takeovers (no MFA?)

https://www.brusselstimes.com/153914/i-love-acid-ben-weyts-twitter-account-hacked



Social Media Accounts 
takeovers (no MFA?)

https://www.brusselstimes.com/154045/energy-ministers-twitter-account-hacked-and-renamed-tinne-van-der-straeten-ben-weyts-ethereum-foundation



Social Media Accounts 
takeovers (no MFA?)

https://www.standaard.be/cnt/dmf20220302_95605910



TWITTER & 2FA

25 July 2022



https://www.forbes.com/sites/siladityaray/2022/10/31/a-verified-badge-on-twitter-may-cost-users-20-a-month-report-says



Consumentbonden:

Helft populaire websites 

biedt geen 2FA-beveiliging 

aan!!!



RANSOMWARE



EVOLUTIE



Gigabyte 
(AKA Kimberley Vanvaeck)

http://virus.wikidot.com/gigabyte



RANSOMWARE



Ransomware

• Afgelopen 12 maanden: 1 op de 5 organisaties

• Gemiddeld 42 minuten voor 100.000 bestanden (52GB)

• Betalen of niet betalen?



https://www.reuters.com/technology/australia-consider-banning-paying-ransoms-cyber-criminals-2022-11-12/



Ransomware

• Afgelopen 12 maanden: 1 op de 5 organisaties

• Gemiddeld 42 minuten voor 100.000 bestanden (52GB)

• Betalen of niet betalen?

• Wat als…



Afpersing…



Conclusion



A Final Word!



https://josephsteinberg.com/cybersecurity-event-
cancelled-after-being-hit-by-cybercriminals/

https://josephsteinberg.com/cybersecurity-event-cancelled-after-being-hit-by-cybercriminals/



Questions & Answers?
RIGHARD ZWIENENBERG

@RIGHARDZW
WWW.WELIVESECURITY.COM


